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A.4 Authenticator.java

Authenticator is the major part of this application; its task include:
1. Provide real user interface for authentication information:

2. Carry authentication information to each server for authentication process:

w

. Return back the result:

It first initializes all the authentication information and stays until activated by GUI
agent. After activation, it moves around to different mobile agent servers to authen-
ticate the information and comes back with the result.

/* &(s)Authenticator.java
= Copyright (C) 1997 CRIM

¢ Gproject: Authentication
* Qauthor: Song HU
« Qdate: 14 May 1998 e/

package ca.crim.auth;

import java.util.s;
izmport java.io.®;

import java.net.s;
izmport java.avt.event.s;

import de.ikv.grasshopper.agency.s;
import de.ikv.grasshopper.type.s;
izmport de.ikv.grasshopper.util.s;
1zpert de.ikv.grasshopper.exceptions.s;

/* Authenticator Agent =/
public class Authenticator extends Agent {

/* current state ¢/

private int state = -1; // inactive

/+ authenticator id e/

private String _id;

/+ authenticator name =/

protected String _name;

/* authenticator description =/

protected String (] _description = {“This is an Authenticator Agent“};
/+ authenticator suffix s/

protected static String _suffix s "_Autheaticator”;

/+ authentication suffix e/

protected static String _authenticationSuffix = "_Authentication";
/* authentication place s/

protected String _authenticationPlace;

/* home location e/

protected String _home;

/* gui name ¢/

protected String _guiName;

/* gui id </

protected String _guild;

/* gui proxy s/

protected GUIP _guiP;

/* destinations (autheantications) to be visited =/
protected Vector _destinations;

/* next destination e/

private String _destination = "“;

/* name of a authenticating place ¢/

String _authenticatingPlace = "Ca.Crim.Auth.Authentication";
/* jobs table s/
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protected Vector _toDoTable;
/+ authentications ids =/
protected Hashtable _autheaticationlds;
/+ collected info tables s/
protected Hashtable _infoTable;
/* best offers table e/
protected boolean authenticated;
/* password s/
private String _password = “";
/= message dialog ¢/
protected transient InfoDialog dialog;
/» authenticator menu (shown when action () is invoked at hoze) ¢/
protected transient AuthenticationMenu menu;
/e authenticator information windowv (shown when action ()
*is invoked remote) e/
protected transient AuthenticationWindow infoWindow;
/x {reates the agent class name
s Creturn The name of the agent class =/
public String createAgentName () {
return _suffix;
}
/+ Creates the agent class description
* Qreturn The description of the agent class =/
public String [] createDescription () {
return _description;
}
/* Clean up vhen removed ¢/
public void removeObject () {
message (_name, “"bye”);
dialog.dispose (J;
}
/+ Initialize Authenticator agent s/
fee
e init() method is used to initialize parameters, in this application
= we need first pop out an information dialog to explain the function of
* this agent, and store all information about itself and its parent. Beside
s it will create tov hash table objects to store the bank servers information
s and two Vector objects to store the job information and destination
= information.

public void imit () {
String (] args = {"Authenticator Name", "Authenticator GUI Id"};
String [J values = {“Demo”}:
(nev InitDialog (this, "Authenticator initialization parameters”,
args, values)).shovw ();
b3
/+ Initialize Authenticator agent s/
public void init (String [0 args) {
super.init (args);

System.out.println ("Initialize Authenticator...");
if (args == null || args.length < 2) {
usage ();

_name = args [0].trim () + _suffix;

-guild = args {1}.triz ();

display (“"Hello, I'm " + _name + ", a authenticator agent\n” +
"and I can authenticate ycu if you are true user");

.home = getLocation ();

-id = getld ().toString ();

// get guild and create GUI proxy

-guiP = new GUIP (_guiId);

_authenticationlds = nev Hashtable ();

_infoTable = new Hashtable ();

authenticated= falsge;

// initialize jobs queue

_toDoTable = new Vector ();
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// initialize destination table
_destinations = new Vector ():;
}
/= Usage =/
public void usage () {
System.err.println ("Usage: ca.crim.auth.Authenticator " +
"<name> <GUI Id>");
}
/+ Display information windov (called by double click on authenticator
s entry in the agency main vindow) =/
public void action () {
if (atHeme (J)) {
// show actions menu
if (menu '= null) {
zenu.dispose ();

}
menu = nev AuthenticationMenu (this, _name + " - Acticms");
menu.show ();

b

else {

// shov information vindow
if (infoWindow !'= null) {
infoWindow.dispose ();
}
infoWindow = nev AuthenticationWindow (this, "Authenticator Ageat ");
infoWindow.show ():
}
}

/* Customer behavior. Executed vhenever the authenticator arrives
* at a authentication or at the home agency s/
/e
* The live method is divided into several execution blocks, where
* each block is processed within a single location and ends wvith
* a move operation. In our code, the move operation is hidden in the
* doAtHome() and doAtBank() method. It first get the destination and then
* figure out what location it is currently in. According to different
* location it will invoke different method.
o/
public void live () {
// if authentications list empty, try to find authentications
if (_destinations.isEmpty ()) {
message (_name, “Looking for authenticatioms..."):
getAuthenticationslList ();

}

// live
if (atHome ()) {
// home
if (_toDoTable.isEmpty ()) {
// no job
message (_name, "Waiting for commands...\n");
display ("Hello, I'm " ¢ _name + "\n" +
“I can authenticate you if you are true user\n” +
"Just click om \"Authenticate User\" in the GUI Windouw");
return;
}
state ++;
message (_name, "I'm home!");
// behave at home
doAtHome ();
}
else {
// remote (in a authentication)
state ++;
message (_name, "JI’m at authentication " ¢
shortLocation (getLocation ()));
// behave at the authentication
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doAtBank ();
}
}
/* Shopper bekavior at home agency e/
protected void doAtHome () {
if (state == 1) {
// initially
message (_naze,"Job: \""+(String)_toDoTable.firstElemeat ()+"\"");
// some special things to do before visit the authentications
it (((String)_toDoTable.firstElement()).equals("Authenticate User")){
display ("Helle, I’m " + _name + "\n" ¢
"just tell me What is your passvord");
(nev InputDialog (this, "Input password”, " Password “)).show ();
return;
}
}
else { // state > 1 (after autheatications visited)
// show results
1T {{{Stringi_toDoTADiIL.YivYSTEiement{]}.equais{ iuthenticate yserTii{
if (authenticated){
display (“Hello, I'm " + _name + "\a" +
"the user vith the passvord"+_passwvord+ "is good");
zessage (_name, "is good user”);

}
else{
display ("Helle, I can not find you in our database");
message (_name, "you are not authenticated");
}
finishJob ();
}
}
}

/= Shopper behavior at a authentication agency ¢/
protected void doAtBank () {
iz (((String)_toDoTable.firstElement()).equals{“Authenticate User")){
message (_name, "getAuthenticationData & MatchingPassword");
getAuthenticationData();
MatchingPassword();
}
// continue authentications visiting
if ('authenticated){
if (state - 1 < _destinations.size ()) {
_destination = (String) _destinations.elementit (state - 1);
message (_name, “\nGo to next authentication: " + _destination);
oyMove (_destination);

}

}

else {
// all authentications visited (or job done), go back home
message {(_name, "\nGo back home");
myMove (_home);

}

}

/= Begin authentications visiting s/
private void beginVisit () {
if (_destinations.isEzpty ()) {
nessage (_name, "“\nNo authentications available");
finishJob ();
return;
}
// go to first destination
_destination = (String) _destinations.elementAt (0);
message (_name, “\nGo to first authentication: " ¢ _destination);
myMove (_destination);
}
/* Give authenticator a nev job to do s/
/ne
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= It first add the job into the _toDoTable Vector, and then activate
e the ilive() method of the agent.

o/

public void addJeb (Striag job) {

// exceptions should be catch vhen this methcd is called remote because

// if an exception raise here the communication service will hide it
//and raise his own exception. This will change in the next release
try {
zessage (_name, “"Got new job: " + job);
_toDoTable.addElement (job);

1f (state < 0) { // agent vas inactive, activate it
zessage (_name, "Do new job");
state = 0;
live ();
}
else {
message (_name, "Put job in queue");
}
}
catch (Exception ex) {

9ystem.erz.printlin ("Bxception occurred in addJob: " + ex.getMessage ());

ex.printStackTrace ();
}
catch (Error er) {

System.err.println (“Error occurred in addJob: " ¢+ er.getMessage ());

er.printStackTrace ();
}
}
/* Get user input =/
public void getInput (String value) {

if (((String)_toDoTable.firstElement()).equals("Authenticate User")) {

_passvord = value;
beginVisit ():
}
}
/+* Cancel job e/
public void finishJob () {
message (_name, “Job done: " + (String) _toDoTable.firstElezent ())};
_toDoTable.removeElezmentAt (0);
if (_toDoTable.isEmpty ()) {
// inactivate agent
state = -1;
message (_name, “Waiting for new commands...");
}
else {
// prepare agent for next job
state = 0;
message (_name, "Get next job");
live ();
}
}
/* Get available authentications ¢/
protected void getAuthenticationsList () {
// complete destination table
String (] placeDescription = {""}:
String placelocation = "*;
Placelnfo searchInfo = nev PlacelnfoObject (_authenticatingPlace,

placelocation, placeDescription);

PlaceRegInfo searchConstraint = nev PlaceRegInfoObject (searchInfo);
try {

PlaceRegIinfo [J placeReglnfos = lookupPlaces (searchConstraint);

int authenticationNr = 0;

message (_name, "Authenticating places: ");

for (int i = 0; i < placeReglnfos.length; i ++) {

Placelnfo placelnfo = placeReglnfos [i].getPlacelafo ();

String location = placelnfo.getPlacelLocation ();
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}

authenticationNr ++;

message (_name, “Authentication “sauthenticationNr+": "elocation);
_destinations.addElement (location);

b

if (_destinations.isEapty ())

message {_name, "\nNo authentications available");

catch (RegioaNotFound e) {

}
}

P

message (_name, "Can’t contact region to lookup places:
+ e.getMessage ()):

cry {

remove ();

}

catch (RemovalFailed ex)} {

//shold never happen

}

/* Get offers from the authentication */

protected void getAuthenticationData () {
{7 EST @aa @VELIEVIS SSIVICES
ServiceReginfo [] serviceReglnfos = listAvailableServices (};
for (imt i = 0; i < serviceReglnfos.length; i ++) {

}

}

ServiceInfo servicelnfo = serviceReglnfos [i].getServicelnfo ();
//exclude the agency services

if (ServicelnfoAssistant.isAgency (servicelnfo)) {

String agencyName = ServicelnfoAssistant.getServiceName(servicelnfo);
zessage (_name, "Found agency: " + agencyName);

continue;

}

String serviceName = ServicelnfoAssistant.getServiceName (servicelnfo);
message (_name, "Found service: " + serviceNaze);

// contact only authentications
if (serviceName.endsWith (_authenticationSuffix)) {
String authenticationld = servicelnfo.getServiceld ().toString ();
try {
AuthenticationP authenticationP =
nev AuthenticationP (authenticationId);
message (_name, "Authentication found: " + serviceNazme);
String authenticationName = authenticationP.getAuthenticationName ();
String shortName = authenticationName.substring (
authenticationName.lastIndex0f ("/") + 1);
display ("Hello " + shortName ¢ ", I’'m " + _name ¢ "\n" +
"I’m looking for Authentication data" + _passuord);
// get available offers
-authenticationlds.put (authenticationName, authenticationld);
.infoTable = authenticationP.getInfoTable ();
message (_name, "Got offers");
} catch (Exception e) {
message (_name, "Can’t contact authentication “ + authenticationld);
}
}

/= Add offers for matching products to info table */
protected void MatchingPassword () {
for (Enumeration e = _infoTable.keys (); e.hasMoreElements (); ) {

¥

}

String user = (String) e.nextElement ();

String apassvord = (String) _infoTable.get(user);
if (apassvord.equals(_password)) {
authenticated=true;

}

/= Display a message in a iafo dialog s/
public void display (Striag msg) {
if (dialoeg != null) {
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}

}

dialog.dispose ();
}
dialog = new InfoDialog (_pame, msg);
dialog.show ();

/* Send a message to the authenticator GUI s/
public void message (String name, String msg) {

}

try {
}
catch (Exception e) {
System.err.println ("Can’t contact GUI: " + e.getMessage ()):
System.out.println ("Try again"):
-guiP = new GUIP (_guild);
try {
Systez.out.priatla ("GUI contacted”);
>
eatech (RExeemtian ax) {
System.err.println ("Can’t send message to GUI: " + ex._getMessage ());
}
}

protected String shortlocation (Strimg url) {

}

// without protocel prefix
if (url.startsWith (“"grasshopperiip://"))

url = url.substring (url.index0f (“//") + 2);
// wvithout host
url = url.substring (url.index0f (“/") + 1);
return url;

protected boolean atHome () {

}

if (getlocation ().equals (_hozme))
return true;

else
return false;

protected boolean myMove (String location) {

}

//add protocol name
if (! location.startsWith (“grasshopperiiop://"))
location = “grasshopperiiop://" + location;
System.out.println ("Migrating to “ + location)};
try {
move (location);
return true;
}
catch (Exception @) {
Systen.err.println ("Can’t zmove agent: " + e.getMessage ());
e.printStackTrace ();
return falise;

}
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A.5 AuthenticationMenu.java

AuthenticationMenu is a graphic user interface object extended from the Authenti-
cationWindow object. It adds the authentication selection as button for customer
clicking and set up the event action corresponding to each button.

/+ @(8)AuthenticatorMenu.java
» Copyright (C) 1998 CRIM

* Cproject: Authentication
* Qauthor: Song HU
s Qdate: 14 May 1998 o/

package ca.crim.auth;

import java.awvt.e;
iDport java.awt.event.®;
izport java.util.s;

/+ Authentication command menu s/
PUDIIC C1a38 Authenvilationsent e€3ITends Autlhenticatlonwlnaow
implements ActionListener {
static String command = “Authenticate User";
public AuthenticationMenu (Autheanticator authenticator, String title) {
super {(authenticator, title);
Button b = new Button (command);
b.addActionListener (this);
b.setActionCommand (command);
add ("East”, b);

pack ();
}

public void actionPerformed (ActionEvent ev) {
if (ev.getSource () == cancel) {
this.dispose ();

}
else {
System.out.println ("Command: " + ev.getActionCommand (J);
_authenticator.addJob (ev.getActionCommand ());
this.dispose ();
}
}

}



A SOURCE CODE OF MOBILE AGENT APPLICATION 110

A.6 InfoDialog.java

InfoDialog is a graphic user interface object to display authenticator information. It
is invoked by authenticator agent and displays the function of this agent.

package ca.crim.auth:

// This example is from the book _Java in a Nutshell. by David Flanagan.
// Written by David Flanagan. Copyright (c) 1996 O’Reilly & Associates.

i1xport java.avt.s;
1Zport java.awt.event.s;

public class InfoDialog extends Dialocg izmplements Actionlistener{
protected Button button;
protected Label label;
protected MultilinelLabel multiLabel:;

public InfeDialog (Frame parent, String title, String message)

{
// Create a dialog with the specified title
super (parent. title, false):
// Create and use a Borderlayout manager vith specified margins
this.setLayout (nev BorderLayout ());
// Create the message component and add it to the window
oultilabel = pnev MultilinelLabel (message, MultilineLabel.CENTER);
multilabel.setBackground (Color.white);
multilabel.validate (); // if not called, may remain vhite
this.add ("Center”, multilabel);
label = new Label():
this.add (“North", label);
// Create an Okay button in a Panel; add the Panel to the window
// Use a FlowLayout tc center the button and give it margins.
button = new Button ("Dismiss");
button.addActionlistener(this);
this.add ("South”, button):
// Resize the window to the preferred size of its components
this.pack ();
Dimension screenSize = Toolkit.getDefaultToolkit().getScreenSize();
Dimension windowSize = getPreferredSize();
setLocation (screenSize.width/2 - vindowSize.width/2,

screenSize.height/2 -~ windowSize.height/2);

}

public InfoDialog (String title, String zessage)

{

this (newv Frame (), title, message);
}

// Pop down the window when the button is clicked.
public void actionPerformed (ActionEvent event)
{
if (event.getSource() == button) {
this.dispose ();
}
}

// Set message

public void setMessage (String text) {
multilabel.setLabel (text);

}
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A.7 InitDialog.java

InitDialog is a graphic user interface object to initialize the Authentication server
parameters. In this application. two parameters require initialized before the authen-
tication server starts: Authentication Name and Database Name. Users can change
and configure this name for their purpose.

/+ ¢(s#)InitDialog.java
e Copyright (C) 1998 CRIM

¢ Qproject: Authentication
* Qauthor: Song HU
* Qdate: 15 May 1998 o/

package ca.crim.auth;

import java.avt.s;

import java.avt.event.s;

iz=port java.util.s;

izmport de.ikv.grasshopper.agency.Agent;

/= Dialog for inputing initial parameters e/
public class InitDialog extends Frame izplements ActionListener {
Agent _agent;
Button ok;
TextField [] fields:
String [] values;

public InitDialog (Agent autheaticator, String title,
String [J labels, String (J texts) {
super (title);
-agent = authenticator;
setLayout (nevw BorderLayout ());
Panel p = nev Panel ();
p-setlayout (new GridLayout (0, 2)):
fields = new TextField [labels.length];
for (int i = 0; i < labels.length; i ++) {
Label label = new Label (labels [i] + ": ");
String text = “";
if (i < texts.length) text = texts [i];
fields (i] = nev TextField (text, 20):
p.add (label);
p.add (fields [il);
}
add ("Center", p);
ok = new Button (“OK");
ok.addActionListener (this);
add ("South", ok);
pack (O);
Dimension screenSize = Toolkit.getDefaultToolkit().getScreenSize();
Dimension wvindowSize = getPreferredSize();
setlocation (screenSize.width/2 - windovwSize.width/2,
screenSize.height/2 - windowSize.height/2);

}

public InitDialog (Agent customer, String title, String [J labels) {
this (customer, title, labels , new String [0]);

}

public void actionPerformed (ActionEvent event) {
if (event.getSource () == ok) {
dispose ();
values = new String (fields.length];
for (int i = 0; i < fields.length; i ++) {
values [i] = fields [i].getText ();
}
.agent.init (values);
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A.8 AuthenticationWindow.java

AuthenticationWindow is a base class for AuthenticationMenu class. It provides a
graphic frame. A dismiss button is put inside to dispose this graphic frame.

/+ ¢(®)AuthenticatorWindov. java
* Copyright (C) 1998 CRIM

* Cproject: Authentication
* Qauthor: Song HU
« Qdate: 14 May 1998 o/

package ca.crim.auth;

import java.awt.e;
import java.awt.event.®;

/+* Authenticator Window s/
puklic class AuthenticationWindov extends Frame implements Actionlistener{
Authenticator _authenticator;
Button cancel;
PUDliC AUTRENTICETIOLWInAOW (AUTUGOTICATOr duthenticator, Stnng 1 289°)1 4
super (title);
_authenticator = authenticator;
setLayoutr (new BorderLayout ());
cancel = nev Button (“Dismiss”);
cancel.addActionListener (this);
add (“South", cancel);
pack (}; ’
}
public void actionPerformed (ActionEvent ev) {
dispose ();
}
}
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A.9 InputDialog.java

This is a graphic user interface object invoked by Authenticator agent. It prompts
user to provide login name and password from keyboard. It uses authenticator proxy
and call the getInput() method to store the authentication information into the Au-
thenticator agent.

/= Q(#)InputDialog.java
« Copyright (C) 1998 CRIM

« Qproject: Authentication
* Qauthor: Song HU
* Qdate: 14 May 1998 =/

package ca.criz.auth;

1zport java.avt.e:
1zport java.avt.event.e;
1zpert java.util.s;

/+ Dialog for inputing parameters s/

/* This is the InputDialog GUI object with event listener
~ To get the custo=er authentication irzput and store it
= into the authenticator agent.

*/

public class InputDialog extends Frame implements ActionListener {
Authenticator _authenticator;
Button ok, cancel;
String value = "";
TextField field;

[
* InputDialog Constructor invoked by authenticator
s/
public InputDialog (Authenticator authenticator, String title,
String label, String text) {
super (title):
.authenticator = authenticator;
setLayout (new BorderLayout ());
add ("North", npev Label (label + ": “));
add (“"Center”, field = nev TextField (text, 20));
ok = new Button ("0K");
ok.addActionListener (this);
cancel = nev Button ("Dissmiss");
cancel.addActionlListener (this);
Panel buttons = nev Panel ():
buttons.add (ok);
buttons.add (cancel);
add ("South"”, buttons);
pack ();
Dimension screenSize = Tooclkit.getDefaultToolkit().getScreenSize();
Dimension windowSize = getPreferredSize();
// not in center
setLocation (screenSize.width/2 - windowSize.width/2 -~ 250,
screenSize height/2 - vindowSize.height/2 - 100);
}

public InputDialog(Authenticator authenticater, String title, String label){
this (authenticator, title, label , "");
}

[ew
* Event action to store the information into the authenticator agent
./

public void actionPerformed (ActionEvent event) {
it (event.getSource () == ok) {
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hide ();
dispose ();
value = field.getText ();
.authenticator.getlInput (value);

}

else if (event.getSource () == cancel) {
hide ():
dispose ();
_authenticator.finishJob ():

}

}

public String getValue () {
returr value;
bg
}
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A.10 Authentication.java

Authentication server agent is a service agent that stays in the bank server to provide
authentication information. It has two functions:

1. Read information from database or another file server:

2. Provide information to authenticator agent;

g
« @(s)Authentication.java
« Copyright (C) 1998  CRIM

* Qproject: Authentication
* Qauthor: Song HU

* Qdate: 14 May 1998

./

package ca.crim.auth;

import java.util.e;
import java.io.s®:
import de.ikv.grasshopper.agency.*;

/+ Authentication Agent s/

public class Authentication extends Agent {
/* Authentication name ¢/
protected String _name;
/* Authentication description /
protected String [J _description = {"This is the Authentication Service Agent"};
/= Authentication suffix s/
protected static String _suffix = "_Authentication”;
/* Authentication Data file s/
protected String _listfile;
/* Information table s/
protected Hashtable _infoTable:
/* Creates the agent class zname
= Creturn The name of the agent class =/
public String createAgentName () {
return _suffix;

}

/* Creates the agent class description
* GQreturn The description of the agent class s/
public String [] createDescription () {
return _description;

}

/+ Initiate Authentication agent (test) =/
public void init () {
String [J args = {“"Authentication Name®, “"Database Name"};
String [J values = {"Otto", "Otto"};
//init (args);
(new InitDialog (this, "Authentication initialization parameters", args, values)).shov ();

}

/+ initialize Authentication agent ¢/
public void imit (String [0 args) {
if (args == null || args.lemgth < 1) {
usage ();

String name = args [0).trim ();

String home = getlocation ();

-name = home.substring (home.indexOf (**//") + 2) + "/ + name + _suffix;
_listfile = args [1];

-infoTable = new Hashtable ():
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I }

/* Returns Authentication narme
e €return the authentication name s/
public String getAuthenticationName () {
return _name;

}

/+* Display usage information s/
public void usage () {
System.err.println ( “Usage: ca.crim.auth.Authentication <name> <products list>");

}

/* Live s/
public void live () {
readlList ();
}
/* Returns the information table (to be called from an Authenticator agent
s in order to get product informations)
* Qreturn the information table ¢/
public Hashtable getInfoTable () {
System.out.println (.name ¢ “: Gat the productc list"):
return _infoTable;

}

/+ Read the list from the =/
private void readList () {

try {
if (_listfile.equals ("")) {
System.err.println (_name + ": No information about products”);
return;
}
String filename = "/home/garibaldi/shu/agent/database/" + _listfile + ".db";
System.out.println (_name + ": Reading the users list " + filename);

File f = nev File (filename);

FileInputStream fis = new FilelnputStream (f);

//InputStreaxm fis = getClass () .getResourceAsStream (filename);

byte {J b = nev byte [fis.available ()];

if (fis.read (b) < 0) {

System.err.println (_name + ": An error occurred during reading the list.");
return,

}

String list = new String (b);
System.out.println (_name + ": List:");
StringTokenizer st = new StringTokenizer (list);
String user = "";
String password = “";
while (st.hasMoreTokens ()) {
user = st.nextToken ();
if (st.hasMoreTokens ()) passvord = st.nextToken ();
System.out.println (user + ": " + password);
-infoTable.put (user, password);
}
}
catch (I0Exception ioce) {
System.err.println (_name + “: Can not read the list. Maybe there is no list.");
b4
catch (SecurityException se) {
System.err.println (_name ¢+ ": Can no: read the list. Maybe I have not the permission.");
}
}
/= A Shop agent is not mobile =/
public boolean isMobileAgent () {
return false;
}
}



