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pub11c Mul~iLiDeLabel(S~ring label) {
thisClabel. 10. 10, LEFT);

}

Il Methods ~o .et ~he variou. at~ribu~•• of ~h. campon.nt
public void .etLabeleStrin~ label) {

nevLabel(label);
me..ur.() ;
repaint();

}

public void .e~Fon~(Font f) {
super.setFontef);
measureO;
repaint();

}

public void se~For.ground(Color c) {

super.setForeground(c);
repaintO;

}

public void setAlignm.nt(int a> { alignment • a; repainte); }
public void .etMarginWidth{int mv) { margin_vid~h • mv; repaint(); }
public void setMar~inHeight(in~ =hl {mar~in_height • mh; repaint(); }
public int getAlignment() { return alignment; }
public int getHarginWidth() { re~urn =argin_vidth; }
p~blic .M~ g.t~&rginH.ight(} { return ;argin_h.ight; }

Il This l:Iethod is invoked &fter our Canv•• i. first created
Il but before it ean ac~ually be displayed. lfter ve've
Il invoked our superclass's addNatity() method. ve bave font
Il metrics and caD sueee••tully call measure{) to figure out
Il hov big the label is.
public void addNotify() { super.addNotity(); measure(); }
Il This method ia called by a layout manager when it wants to
Il knov hov big ve'd like te he.
public Dimension getPreferredSize() {

return new Dimension(max_vidth + 2~gin_vid~h,

(num_line•• 1) • line_height + 2emargin_height);
}

Il This =ethod is called vhen the layout manager van~. to knov
Il the bare minimum ..ount of .pace ve need te get by.
public Dimension ~etKinimumSize() {

return nev Dimen.ion(max_vidth, num_lin••• line_height);
}

Il This method dravs the label (applets use the sam. method).
Il Note tha~ i~ handle. the margins and the alignm.n~. bu~ tha~

Il i~ dOB.n't have ~o vorry about tbe color or font--the superelass
Il takes care of setting ~hose in the Grapbies obJect ve're passed.
public void paint(Graphics g) {

int x. y;
Dimension d = this.size();
y = line_ascent + (d.height - num_lines • line_height)/2;
!or(int i = 0; i < num_lines; i++. y += line_height) {

svitch(alignment) {
case I.EFT:

x =margin_vidth; break;
case CENTER.:
deiault:

x = (d.vidth - line_vidths[i)/2: hreak;
ca.e RIGHT:

x • d.vidth - margiu_vidth - line_vidths[i); break;
}

g.dravString(lin.s[iJ. x. y);
}

}
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A uthenticator.java

.-\uthenticator is the major part of this application; its task include:

1. Provide real user interface for authentication information:

.) Carry authentication information to each server for authentication process:

3. Return back the result:

102
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Ir first initializes aH the authentication information and stays until activated by G cr
agent. After activation, it moves around to different mobile agent servers to authen­
r.icate the information and cornes back with the result.

1- C(.)Au~hen~ica~or.j.va

a COF3~i6h~ CC) 1Q~7 CRIM
- Cprojec~: Au~h.n~ic.tion

- Cau~hor: Song HU
- Oda~e: 14 l'lay 1998 -/

package ca.crtz.auth;

import java.u~il.-;

i:por~ java.io.-;
lCport java.ne~.-;

ioport java.avt.even~.-;

import de.ikv.gra••hopper.agency.-;
icpor~ de.ikv.grasshopper.~ype.-;

lCport de.ikv.grasshopper.ueil.-;
lcpor~ de.ikv.grasshopper.excepeions .• ;

1- Auehen~ica~or Agent -/
public cla5s Autheneica~or exe.nds Agen~ {

{- currene s~a~e -/
priva~e int staee : -1; /1 inactive
1- auehenticator id -1
private String _id;
1- au~hen~ica~or name */
pro~ec~ed S~ring _name;
{- au~henticator descrip~ion *{

protected String 0 _description z {"This is an Authentica~or Agent"};
1- authenticator suffix -{
proeected static String _suffix • "_Authenticator";
1- auehentication suffix -/
protected sta-cic String _authenticationSuffix • "_Authenticatiob";
1- authen~ication place -1
protec~ed String _authenticationPlace;
/- home loeation -/
protected String _hoa.;
{- gui name -/
protected String _guiName:
1- gui id -/
protected String _guild;
/* gui proxy -/
pro~ec~ed CUIP _guiP;
/- destina~ions (.uth.ntica~ions) ~o be visited -/
pro~ec~ed Vector _de.tinations;
/- next destination -1
private String _d.stination =.... :
{- nace of a authenticating place -/
Sering _authenticatingPlac. z "Ca.Cri.m.Au~h.Authentication";

{- jobs table .{



proteeted Vector _toCoTable;
J- authentieations id. -{
protected Hasbeable _authenticatioDId.;
J- collected iD10 table. -/
proteeted Ha.btable _in1oTable;
Je best offera table -,
proteeted boolean authentieated;
le passvord -,
private String _p...vord • "";
Je message dialog -/
protected transient InfoDi&log dialog;
1- autbentieator menu (shown vhen action () ia invoked at home) -,
proteeted transient luthenticationMenu menu;
1- authenticator information vindov (sbown vhen action ()

-i5 invoked remote) -1
proteeted trans1ent luthenticationWindov infoWindov;
i~ CrQ.~Q; ~he .gent cla;; naze

Creturn Tbe nama of the agent elas. e/
public String creaeelgentName () {

return _suffix;

•
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}

Je Creates the agent class description
Oreturn Tbe description of ebe agent elass -J

public String 0 ereateDescription () {
return _description;

}

le Clean up vben removed -/
public void removeObject () {

message (_name, "bye");
dialog.dispose ();

103

•

}

,- 1nitialize lutbenticator agene e/
1--

init() metbod is used to initialize parameters, in thia application
• ve need first pop out an information dialog to e%plain the function of
- this agent, and store all information about itse1f and its parent. Beside
- it viII create tov ba.b table objects to store the bank servers information
- ~d tvo Vector objeets to store the job iD1ormation and destination
- information.

-/

public void iait () {
String 0 ergs a: {"luthenticator NllIlle", "Autbenticator GUI Id"};
String 0 values = {"Demo"};
(nev InitCialog (thia, "lutbentieator initializaeion parameeers",

ergs, values».sbov ();
}

/- 1nitia1ize lutheneicator agent -/
public void iait (String 0 ergs) {

super.init (args);
System.out.println ("1nitialize luthentieator ... ");
if (args == null Il args.length < 2) {

usage ();
}

_name = ergs [0] .trim () + _suffix;
_guild = args [l].trim ();
display ("Hello, l 'm ... _name + ", a autbenticator agent\n" +

"and l can authenticate you if you are true user");
_home = getLocation ();
_id • getld ().toSerin~ ();l' gee guiIc1 and ereate GUI proxy
_guiP a: aev GUIP (_guild);
_authentieationlds • aev Hashtable ();
_infoTable • aev Halhe.ble ();
authentieated- falae;
Il initialize jobs queue
_taCoTable a: aev Vector ();
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// initi&1ize de.tina~ion table
_destinations. nev Vec~or ();

}

/- Usage -/
public void usage C) {

System.err.println ("Usage: ca.cra.auth.Authent1.cator " •
"<name> <GUI Id>");

}
/- Display information ~iDdo~ (called by double click on au~hen~ica~or

entry in ~he agency main ~indov) -/
public void ac~ion C) {

if (a~Home (» {
// sho~ actions menu
if (menu !- Dull) {
menu.dispose ();
}

menu:;: nev Autbentic;atioD!'{ellu (this, _DUe + Il - Actioll.") i
menu.show ();

}

dse {
// sho~ information vindov
if (infoWindov !- null) {
infoWindo~.di.po.e ();
}

infoWindov • nev AuthenticatioDWindov (this, "Authen~icator Agent ");
infoWindov.shov ();

}
}

/- Customer behavior. Executed vhen.ver ~he au~hen~icator Arrives
- at a authen~ica~ioD or at the home agency -1

/ ..
The live method is divided iDto several execution blocks. where

• each block is processed within a single location and ends ~ith

• a cove operation_ In our code. the Move operation is hidden in the
- doAtHomeC) and doAtBank() method. It first get the destination and thea
• figure out what location i~ is currently in. According to different
- location it ~ill invoke different method.
-/
public void live () {

// if authenticatioas list empty. trr to find authentications
if <_destiDations.isEmpty (» {

Illessage (_Dame. "Looking for autheDticatioDS ... ");
getAuthenticationsList ();

}

1/ live
if (atHollle (» {

1/ home
if (_toDoTable.isEmpty (» {
// no job
Illessage (_Dame. "Waiting for cotlllllaDds ... \D") i

display ("Hello, l'm " • _D&IIIe • "\n" +
"1 can auth.Dtic:ate you if you Ar. tru. user\n" +
"Just clic:k on \"lutheJltica~e User\" in ~he GUI Window");

return;
}

state ++;
message <_n.:lle, "l'III hollle!");
1/ behav. at hollle
doAtHollle 0;

}

else {
// remote (in a authen~ication)

state ++;

Illessage (_name, "1'= .~ autheDtic:ation " +
shortLoc:a~ion (getLocation ());

// behav. at the .u~b.ntic:atioD

10--1
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doAt:Bank ();
}
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}

1- Shopper behavior at: ho•• ~.DCY el
prot:ect:ed void dol~Ho.. C) {

if (state •• 1) {

Il initially
message '-nam•• "Job: \""+CString)_~oDoTabl•.fir.tEl...nt 0+"\"");
Il some special thing. ta do befor. vi.i~ the .uth.a~ic.tioa.

if «(String)_toDoTabl•.fir.tEl"'D~O).•qual.("luth.a~ica~e U••r"»{
display ("Kello. l'ID" + _D'" + "\a" +

"just tell me Wha~ is your pas.vord");
(n4!lw InputDialog (this. "IDPU~ pa••vord". .. Pa••vord "» .shov 0;
return;
}

}

else { Il state > 1 (after au~hentica~ioDS visit.d)
// show results
!! rrr5t!!ngj_tonoTa~le.!lr!tEl~eftt(Jj.eqUal!("Autaefttleateü!er"jj{

if(auth.a~icated){

display ("Hello. r'm .. + _name + "\n" +
"~he u.er vi~h the pa••vord"+_passvord+ "ia good");

:nessage (_name. "is good user");
}

e!se{
display ("H.llo. 1 can not find you ia our datab..... );
IDessage (_n.... "you are Dot .u~hen~icated")i

}

hnishJob ();
}

}

}

/- Shopper behavior at a authenticatioa agency e/
protected void doltBank C) {

if « (String) _toDoTable •tir.tElement0) . equal. ("luthen~ica~e User"» {
lIlessage (_nue. "getluthent:icationData 1: MatchiagPa••vord");
getluthentica~ionData();

MatchingPa••vord();
}

Il continue authentications visiting
if (!authentica~ed){

if (state - 1 < _de.tinatioa•. size C» {
_destination. (String) _de.t:inatioas.el.mentAt: (state - 1);
message Ln..e. "\nCo ta aen auth.atication: .. + _destiaation);
cyMove (_destinatioa);

}
}

else {
Il all autheatications visited (or job doae). go back home
message <_name, "'aCo back home");
myHove (_home);

}
}

1- Begin authentications v1S1~~g el
private void begiaVisit () {

if (_destinations.isE=pty (» {
llIessage Cname. "\do autbeatications available");
finishJob ();
return;

}

Il go ta first destinatioa
_destination • (String) _de.tinationl.el..entlt (0);
message Cnu•• "\aCo to firl't auth.a'tica~ioa: Il + _destination);
myHove (_de'tination);

}

1- Give authenticator a nev job to do el
1--



- I~ first add the job into tbe _toDoTable Vector, and tb.n activat.
- the live() method of th. as.nt.
-1
public void addJob (Str~g job) {
Il exceptions should b. catch vben thi. metbod is call.d remote b.cause
Il if an exception raise h.re the communic.tion service viII hide it
Iland raise his ovu .xc.ption. This vill change in the next release

t:ry {
:nessage (_name, "Got nev job: " • Job);

_toCoTable.addElement (job);

•
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lf (state < 0) { Il agent vas inactiv., activat. it
:nessage (_name, "Do n.v job");
state z: 0;
live ();
}

else {
message (_nae, "Put job in queue");
}

}

catch (Exception ex> {
9Y5telll.err.prind.1l (lIbc;.ptioll occurrecl iA &ClclJob: Il • .x.g.tM.1i5~g. 0);
ex.prilltStackTrace ();

}

catch (Error .r) {
Syst.m.err.priJ1tln ("Error occurr.d ill addJob: " + .r.g.tH••••g. 0);
er.printStackTrace ();

}
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}

1- Get user input el
public void getlnput (String value) {

if « (String) _toCoTable. fintElement () .•quals ("Auth.nticate Us.r"» {
_passvord =value;
beginVisit 0;

}
}

1- Cancel job -1
public void finishJob () {

cessage Lname, "Job done: " + (String) _toDoTable.fiJ:stEle::ent 0);
_toDoTable.removeElementAt (0);

if (_toDoTable.isEmpty (» {
Il inactivate agent
state = -1;
message (_name, "Waiting for nev commands ..... );

}

ehe {
Il prepare agent for ne~ job
state = 0;
message (_name, "G.t ne~ job");
live 0;

}
}

1- Get available autb.ntic.tions el
protect.d void g.tAuth.nticationsList () {

Il complete destination table
String 0 pl.c.D.scription • {""};
String placeLoc.tion • .... ;
PlaceInfo searchlnfo • nev Plac.lnfoObj.ct (_autb.ntic.tingPlace,

placeLocation. placeDescription);
PlaceReglnfo aearchConstraint • nev PlaceReglntoObject (searchlnfo);
try {

PlaceReglnfo 0 plac.Reglafos = lookupPlac•• (searchConstraint);
int authenticationNr • 0;
message (_name, "Authenticating places: ");
for (int i • 0; i < plac.Reglnfos.1enseb; i ++) {

PlaceInfo placeInto • pl.c.R.glnfas (i].g.tPl.celnfo ();
String location z pl.celnfo.getPl.ceLocation ();
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authen~iea~ionNr ++;
message <_name, "Aut;hentieation ....uth.nt;iea~ionHr... : ".loeation);
_des~~nat~ons.addEl.m.nt; (location);
}

it <_destinations.i.Empt;y (»
Clessage <_name, "\nNo auth.nticationl available");

}

eatch <RegionHotFound e) {
Clessage (_Il..e, "Can't contact resion to lookup place.: "

+ ••getMe••&&e (»;
try {
remove ();
}

catch <RemovalFail.d ex) {
I/shold never bappen
}

}
}

/- Get ctters trom the autb.ntieation -/
protec~ed void getAuthenticationData () {

if 5.~ .~; .~••••;l; .;r7.~.i

Ser~ieeReglnfo [] servieeReglnfos = listAvaila~leServiees C);
for (int i = 0; i < serviceReglnfos.length; i ++) {

Servieelnto servieelnto • servieeReglnfos (i].getServieelnfo ();
//exclude ~be ageney services
if (ServieelnfoAssistant.isAgeney (servieeInto» {
String ageneyN..e • ServicelnfoAssist;ant;.getS.rvieeN..e<s.rvieeInfo);
cessage <_n..e, "Found ageney: " + ageneyN..e);
continue;
}

String .ervieeN..e • ServieelnfoA•• 1.t;ant;.get;Ser~ie.Name (••rvieelnto);
Clessage (_name, "Found .ervic:e: ... servie.Hame);
Il c:ontae~ only aut;bent;ic:at;ions
if (serviceHame.endsWit;h (_aut;benticat;ionSuftix» {
S~ring au~hentieationId •••rvieelnfo.g.tServieeld ().~oString C);
~ry {

AuthenticationP auth.n~icationP •
new Authentica~ionP <authentica~ionld);

message (_name, "Authentieation found: " + servie.Name);
String authen~ieationN_e • authentieationP.getAut;hentieationName ();
String shortHame • authentieat;ionName.substring (

authentieationName.lastlndexOt ("/") + 1);
display ("Hello " + shortH..e .. ", l 'm " + _name + "\n" +

"l'Ill looking for Autbentieation data" + _password);
1/ get available offers
_aut;heDt;ieationld•.pu~ (authenticationName, authentic:ationld);
_inioTable • authent;icationP.getlnfoTable ();
message <_name, "Got offers"};

} eatc:h (Exception e) {
message (_Dame, "Can't contact au~hentication " + authentic:ationld);

}
}

}
}

1- Add offers for Illatching produets to info table -/
protected void MatC:hingPassword () {

for (Enumeration e a _infoTable.keys (); e.haaMor.Elements (); ) {
String user • (String) e.n_xtElemen~ ();
String apaslword • (String) _in1oTable.get(user);
if (apa.sword.equal.(_p•••vord» {
autbenticated-true;

}

}
}

/- Display a mes.as_ in a iD10 dialog -/
public: void di.play (StrinS "S> {

if (dialog != null) {

lOi"
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dialog.dispose ();
}

dialog .. nev InfoDialo! (_Dame. msg);
dialog.shov ();

}

1- Secd a message eo ebe auebeneicaeor GUI -1
pub11c void message (SeriDg Dame, Sering msg) {

try {
}

catch CExcepeion e) {
Syseem.err.prineln ("Can'e COJleact GUI: .. + e.gee"e••age 0);
System.out.prineln (IOTry again");
_gu1P .. nev GOIP (_guild);
try {
Systec.out.println ("GUI coneact.d");
}

~.tch '~e.~ti••••) {
Sïstem.err.priD~ln ("Can't lIend HlIlIace to GUI: .. + e%.get"usage 0);
}

}
}

protected String .ho~LocatioJl (Strin! url) {
Il vithout protocol prefix
if (url.lItart.With ("gr...hopperiip:II"»

url • url. lIubstring (url. indexOf ("11") + 2);
Il vithout bost
url:: url.substring (url.indezOf (",n) + 1);

return url;
}

protected boolean atHome () {
if (getLocation ().equals (_home»

return true;
else

reture talse;
}

protected boolean my"ove (String location) {
Iladd protocol name
if (! location.startsWith ('·~a••bopp.riiop:II"»

location" ngrasshopperiiop:ll" + location;
System.out.println (lO"igratiJlg to " + location);
'Cry {

move (location);
reeurn true;

}

ca'Cch (Exception e) {
System.err.println ("Can'~ mov. ageDt: 10 + e.get"e••ag. 0);
e.printStackTrace ();
return fal.e;

}

}

IDS
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• A.5 A uthenticationMenu_java
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.-\uthentication~1enu is a graphie user interface object extended from the Authenti­
cation\Vindo\\" object. It adds the authentication selection as button for customer
clicking and set up the event action corresponding to each button.

1- C(.)~u~henticatorMenu.java

• Copyrigh~ CC) 1998 CRIM
• Clproject: Authentication
• Oauthor: Song HU
• Cdate: 14 May 1998 e/

package ca.cri=.au~h;

icport java.avt .• ;
lcport java.avt.event. e ;

l:port Java.util. e ;

1- Au~hen~ication command menu e/
p~ü~lC C~aE6 ~ütnentlCatlo~~enU eXtenas AUtnentlcatlonWlnCO.

implements lctionLis~ener {
static String coc:nand • "lu~henticate U.er";
public Au~hen~icationM.nu (luthen~icator authenticator. String title) {

super (authen~ica~or. title);
Bu~~on b c aev Button (command);
b.addActionLis~ener (this);
b.setActionCommand (command);
add ("East". b);

pack 0;
}

public void actionPerformed (ActionEvent ev) {
if (ev.getSource () .. cancel) {

this . dispose ();
}

else {
System.ou~.println ("CollllUDd: " + ev.getActionCollllll&Dd 0);
_authenticator.addJob (ev.getActionCommand ());
this .dispose 0;

}
}

}
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• A.6 InfoDialog.java
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InfoDialog is a graphie user interface object to display authenticator information. It
is invoked by authenticator agent and displays the function of this agent.

package ca.crim.&uth;

// This example ia from the book _Java in a Nutshell_ by David Flanagan.
// Wrltten by David Flanagan. Copyright (c) 1996 O'Reilly t As.ociates.

l~port java.avt.-;
l~port )ava.awt.event.-;

public clas5 In!oDialog extenàs Dialog implement. ActionLi.t.ner{
protected Button button;
protected Label l.bel;
protecteà HultiLin.Lab.l cultiLabel;

public InfoDialog (Fram. parent, String titIe, String .....g.)
{

// Create a àialog vith th. specified titI.
~uper (parent, title. tal.e);
Il ereate and us. a BorderLayout manag.r v1th .pec1t1ed margina
this.setLayout (nev BorderLayout (»;
// Cre.te the .....g. component and .dd it to the vindov
cultiL.bel E n.v MultiLineLab.l (.....g•• HultiLiD.Lab.l.C~~);

multiL.bel.setB.ckground (Color.white);
multiLabel.v.lid.te (); Il if not called. may r ...in white
tbis.&dd ("Cent.r", multiLabel);
label = nev Label();
this.add ("North". l.b.l);
// Create an Okay button in • Panel; add tbe Panel to the vindow
// Use a FlovLayout te c.nter the button and give it margina.
butten = nev Button ("Oismiss");
button .•ddActionListener(this);
this.add ("South". button);
// Resize the vindov to the preferred size of its components
this .pack 0;
Dimension scr••nSize & Toolki~.getD.faultToo~i~().ge~ScreenSize();

Dim.nsion ~indowSize E getPreferredSize();
5etLoca~ion (screenSize.vidth/2 - windowSize.width/2.

scr.enSiz•.heightI2 - ~indowSiz•.b.ight/2);
}

public IntoDialog (S~ring title, String mes••ge)
{

this (ne~ Frame (). ti~l., me.sage);
}

// Pop dovn the windov vh.n the bu~ton is clicked.
public void .ctionPerform.d (Ac~ionEvent ev.nt)
{

if (eveot.getSource() Ra button) {
this .dispo.e ();

}
}

// Set m....g.
publlc void ••tH••••g. (String t.x~) {

multiLabel.setLabel (~.xt);

}

}
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• A.7 InitDialog.java
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InitDialog is a graphie user interface object to initialize the Authentication sen'er
parameters. In this application. t\Vo parameters require initialized before the authen­
tication server starts: Authentication Name and Database Name. Users can change
and configure this name for their purpose.

1- CC')InitOialog.java
• Copyright (C) 1998 CRIM
• Cproject: Authelltic:ation
• =author: Song HU
• Cdate: 15 May 1998 -1

package ca.crim.auth;

impo~ java.ave. a ;

i~po~ java.ave.event.-;
l=pO~ java.util. a ;

l=pO~ de.ikv.grasshopper.agenc:y.Agent;

1- Dialog for inputing initial para=.ters -1
public cla55 InitDialog extenets Fra=. ~le=ents lc:tionLi.tener {

;'g.n~ _.g.n~i

Butten ok;
TextField 0 fields;
String 0 values;

public InitDiaIog (Agent authenticator, String titIe,
String 0 labels, String 0 un.) {

super (title);
_agent : auehentic:ator;
setLayout (nev BorderLayout (»;

Panel p =nev Panel ();
p.setLayoue (nev GridLayout (0, 2»;
fields a nev TextFieId (labels.length);
for (int i • 0; i < Iabels.length; i ++) {

Label label = nev Label (labels (i] + ": .. );
String text ..... :
if (i < texts.length) ten • t.xts (i];
fields (i) • n.v TextField (ten, 20);
p.add (label);
p. add (fiel4s (i]);

}

add C"Center", p);
ok = nev Button ("OK");
ok.addActionLiseen.r (this):
add ("South", ok);
pack 0;
Dimension screenSize s Toolkit.getOefauleToolkit().getScre.nSizeC);
Dimension vindowSize = getPreferredSizeC);
seeLocation (sc:re.nSize.vidth/2 - vindovSize.vidth/2,

screenSize.height/2 - vindovSize.height/2);
}

publlc InitDialog (Agent c:ustolZler, String titIe, String 0 l~bels) {
thlS (customer, title, labels, nev String [0]);

}

public void ~c:tionPerformed CAc:tionEvent evene) {
if (event.getSourc. () .. ok) {

dispose ();
value. • nev String [field•. l.ngth);
for (int i • 0; i < fie14s.length; i ++) {

value. (i) • fie14. (i).getTezt ();
}

_agent.init (value.);
}
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}

}
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• A.8 A uthenticationWindow.java
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.-\uthentication\Vindow is a base class for AuthentieationNIenu class. It provides a
graphie frame. A dismiss button is put inside to dispose this graphie frame.

/" e(.)Au~hen~ica~orWindov.j.v.

• Copyrlght (C) 1998 CRlM
o Oproject: Authent ic:at ion
o Oau~hor: Song HU
o Cda~e: 14 May 1998 -/

package ca.cri=.auth;

import java.a~.-;

icport java.a~.event.-;

Jo Authen~icator Windov -{
public class A~theDticationWiDdov extends Fr... ispl..-nts Ac:tionListener{

Authenticator _authenticator;
Button cancel;
p~~l.' Autn.ntlc.tlQuWlnaQ. (AU;nin;lc.;Qr .U;nen;lc.;Qr. ';rln~ ;ltl&){

super (titl.);
_authenticator = authenticator;
3etLayout (nev BorderLayout (»;
c:ancel = nev Button ("Disllliss");
cancel.addActionListener (thia);
acid ("South", cancel);
pack ();

}

public void actionPerformed (Ac:tionEvent ev) {
dispose 0;

}
}
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This is a graphie user interface abject invoked by Authenticator agent. It prompts
user to provide login name and password from keyboard. It uses authenticator proxy
and calI the getInputO method to store the authentication information inta the :\.u­
thenticator agent.

1- =(')Inpu~Oialog.java

• Copyr~gh~ (C) 1998 CRIM
• CproJec~: Authentica~lon

• Cau~ho~: Song HU
• Cda~e: 14 Hay 1998 e/

package ca.cr~.au~h;

l=por~ Java.av~.e;

l=por~ java.a~.event.• ;
l=port java.util.-;

1. Dialog ~or inputing parameeers -1
Je ThlS is ~he InpueOialog GUI object vith event listeDer

• ~o ~e~ ~hc cue~~cr ~u~heD~ication input and D~Dre it
• into the authenticator agent.
·1

public clas5 InputDialog ext_nd. Frame implements ictionListener {
Au~hentica~or _autheDtica~or;

Button ok, cancel;
String value:: "";
TextField field;

J••
• Inpu~Dialog Constructor invoked by authenticator
.J
public InputDialog (Authenticator authenticator, String title,

String label, String text) {
super (tltle);
_authenticator % authenticator;
setLayout (nev BorderLayout (»;
add ("North", nev Label Clabel" ": "»;
add ("Center", field:: nell TextField (text, 20»;
ok :: nell Button ("OK");
ok.addActionListener (this);
cancel = nev Button ("Dis$:15$");
cancel.addActionLi$tener (this);
Panel buttons = nell Panel ();
buttons.add (ok);
buttons.add (cancel);
add C"South", buttons);
pack 0;
Dimension screenSize z Toolkit.geeOetaultToolkieC).getScreenSizeC);
Di:ension ~indo~Size z getPreferredSizeC);
Il not in center

setLocation (screenSize.vidtb/2 - vindovSize.vidthJ2 - 250,
screenSize.height/2 - vindovSize.height/2 - 100);

}

public InpueOialog(Autheneicator authenticator, Sering eitle. Sering label){
tbis (autbenticator. tiele. label , .... );

}

1··
• Event action to store the information ineo the authenticator agent
-J

public void actionPertormed (ictionEvent event) {
if Cevent.getSource () .. ok) {
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nide 0;
dlspose C);
value = !ield.ge~Text C);
_authenticator.getlnput (value);

}

else if (event.getSource () as cancel) {
nide 0;
dispose C);
_authenticator.finishJob C);

}
}

public String getValue C) {
returt:. value;

}

}
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Authentication server agent is a service agent that stays in the bank sen"er to provide
authentication information. It has two funetions:

1. Read information from database or another file server:

2. Pro\"ide information to authentieator agent;

/-
- =(.)Au~hen~ica~ion.java

- Copyrigh~ (C) 1998 CRIH
• =projec~: Authen~ica~ion

• Cauthor: Song HU
• Cda~e: 14 Hay 1998
./

package ca.crim.au~h;

lmpor~ java.u~il.• ;
i:por~ java.ie. a :
import de.ikv.grasshopper.agency .• ;

/- Authentication Agent -/

public clas5 Authentication extends Agent {
/- Au~hentication name -/
pro~ected S~ring _name;

1- Au~hentica~ion description -/
protected String 0 _description :1: {"Thi.s is the AuthenticatioD Service Agent"};

1- Authentication suftix -/
protected static String _suttix ., "_Authentication";

1- Authentication Data file -/
protec~ed String _listtile;

1- IDtormation table -/
pro~ected Hashtable _iatoTable;

/- Creates the agent class name
e Creturo Tbe name of the agent clas5 -/
public String createAgentHame () {

re~urn _sutfix;
}

j. Creates the agen~ class description
Creturn The de5crip~ion of the agen~ class -/

publlc String (] crea~eDescription () {
return _de5crip~ion;

}

/- Initiate Authentication agent (test) -/
public void init () {

String 0 args :l: {"Authentic:ation Name·'. "Database Nam."};
String 0 value• ., {"Otto". "Otto"};
/Iinit (args);
(new InitDialog (thi•• "Authentic:ation initialization pareeters". args. values» .show ();

}

1- initialize Authen~ication agent -/
public void iuit (String 0 args) {

if (args == null Il args.length < 1) {
usage 0;

}

String name = args [O).trt. ();
String home = getLocation ();
_nee ., home.substring (home.indexOf (u//") + 2) + "/" + Dame + _sutfix;
_listfile =args (1);
_infoTable =nev Ha.htabl. ();
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1- Returns Authentication nam.
- Creturn the authentication name -1
public String getAuthenticationName () {

return _name;
}

1- Display usage information -1
public void usage () {

System.err.println ( "Usage: ca.crim.auth.Authentication <name> <products list>");
}

1- Live -1
public void live () {

readList ();
}

1- Returns the information table (to be called from an Authenticator agent
- in order to get product information.)
- Oreturn the information table .1
public Hashtable getlnfoTable () {

Sï;:tQm.out.println Lnam. + ": Gat th. product;: lis:t"):
raturn _infoTable;

}

1- Read the list from the -1
private void readLiat () {

try {
if Clistfile.equal.s (""» {
System.err.println ename + ". No information about products");
return;
}

String filename = "/home/garibaldi/shu/agent/database/" + _listfile + ".db";
System.out.println ename + ": Reading the users list " + filename);
File f = nev File (filename);
FilelnputStream fis = Dev FilelnputStream (f);
J/lnputStrea: fis = getClass ().getResourceAsStrea= (filename);
byte (] b = nev byte (fis.available ()];
if (fis.read (b) < 0) {
System.err.println (_name + ": An error occurred during reading the list.");
return;
}

String list = nev String (b);
System.out.println ename + ": List: ");
StringTokenizer st = nev StringTokenizer (list);
String user = "";
String passvord z "";

vhile (st.hasMoreTokens (» {
user = st.nextToken ();
if (st.hasMoreTokens (» pasavord = st.nextToken ();
System. out. println (user + ": Il + passvord);

_infoTable.put (user, passvord);
}

}

catch (IOException ioe) {
System.err.println (_Dame + ": Can Dot read the list. Maybe there is no list.");

}

catch (SecurityException se) {
System.err.println ename + Il. Cau not read the list. Maybe l have not the permission.");

}
}

J- A Shop agent is not mobile -1
public boolean isMobileAgent () {

return false;
}

}


